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Introduction:

NETCOM Headquarters has compiled the below information and guidelines to assist NETCOM Fund Holders to correctly identify GFEBS cost collectors (Work Breakdown Structures (WBSs) and Cost Centers) to capture cost.  As NETCOM strives to assign, analyze, interpret, and apply costing information against Command, Control, Communications, Computers, and Information Management (C4IM) and other IT Services, it is increasingly important for all Fund Holders to use the requisite cost objects to accurately record costs to ensure validity of financial data reflected on GFEBS reports.

NETCOM guidance is aligned to HQDA Army Budget Office (ABO) and Office of Assistance Chief of Staff for Installation Management (OACSIM) requirements to properly record obligations against correct cost objects in GFEBS.  These include, but are not limited to, the assignment of Functional Cost Accounts (FCAs) and WBSs with attributes to identify IT Services.  The guidance contained in this document provides a reference tool to establish GFEBS Cost Objects to capture execution costs.

The following information is a detailed compilation of technical guidance and instructions that must be strictly followed and applied by NETCOM Fund Holders.  Deviation from the prescribed rules and instructions contained in this document may result in additional work/rework/corrective action to ensure costing information is captured at the mandated level for analysis.  As NETCOM works towards the goal of Total Network Enterprise Center (NEC) Cost Visibility it will be critical that Fund Holders work diligently to adjust practices in Fiscal Year 2015 to posture the NETCOM Cost Model to provide accurate tracking of NEC costs. 

Questions or concerns regarding the above information can be addressed to the NETCOM Headquarters, G8, Decision Support Team at usarmy.huachuca.NETCOM.mbx.g8-decision-support-team@mail.mil.


Summary Guidelines – NETCOM:

1) Overarching Points - Cost Centers will not be used to track services.

Main Points – 

A. Costs will be allocated to secondary Cost Objects - WBS elements by C4IM Service expenditures.

B. Labor (productive time) must be allocated and assigned to the correct Job Order, associated with a WBS, in ATAAPS in order to ensure distribution across the respective IT Services. Cost Centers should not be used as Job Orders in ATAAPS for labor assignment, except for the reporting of leave.

a. Non-productive time will be allocated (by use of ATAAPS) to a specific WBS that has been created to collect these costs at the NEC Director level.  

b. Defense Civilian Pay System (DCPS) – Human Resource Module (HR Mini Master) will retain Cost Centers as the default cost object for the payroll default line of accounting by employee (The DCPS Gross Pay File posts payroll against Cost Centers).

c. It is critical that the Faces to Spaces (F2S) file, which contains the Activity Type/Rates for all employees within the organization, be properly maintained.  This will be done by the Decision Support Team at HQ NETCOM ACofS, G-8.

i. Updates (Personnel departures, new hires, promotions, details, etc) should be maintained on the F2S file at all times and impacted Activity Rates adjusted in advance of first pay for affected change via transaction code KP26 in GFEBS.

ii. Inaccurate/untimely maintenance of the F2S file and input of KP26 rate adjustments will result in inaccurate allocations from ATAAPS across the 9300 cost elements/commitment items. Distribution is based on input standard rates, not actual.

d. Fully Reimbursable labor (both productive and non-productive) will be allocated to the service level/admin REIM WBSs in ATAAPS.

C. Contracts and other obligating documents must be executed against a WBS identified to the appropriate IT service.  Cost Centers must NOT be the primary level of execution/line of accounting, for GFEBS obligating documents/transactions (e.g., FMZ, PO, etc).

a. Contractor costs for C4IM services will be allocated to service specific WBSs (701.2, 703.4, etc) where possible.  If contract costs cannot be broken out by service, the costs will be collected on a summary level WBS (700, 701, 703) and will be further analyzed and allocated to specific services by the HQ NETCOM ACofS G-8, Decision Support Team using statistical key figures (SKFs).

D. Cost Centers will be used in the execution environment only for the purpose of creating an organizational relationship with the WBS. This relationship will be used for the Cost by Cum Partners Report in Business Intelligence (BI).

E. IAW Para C - All interfacing “feeder” systems line of accounting must point to a WBS, where directed (e.g., Defense Travel System (DTS), Access Online (AXOL), Funds Control Module (FCM), PowerTrack (FMZ), etc). For feeder systems that allow a secondary account assignment, one can be identified to the responsible cost center.

a. For feeder systems using an FMY document (pre-commitment document) to establish the line of accounting, the primary account assignment will be a WBS.

b. DTS uses its internal line of accounting as opposed to referencing an established feeder document (FMY/FMZ) in GFEBS to create the line of accounting (users input the line of accounting directly into DTS). NETCOM will not be tracking DTS costs using the WBS structure at this time.

c. PowerTrack references an FMZ document to create the line of accounting. 
	
2) Projects/WBSs will be created at the HQ NETCOM G8 level and should be used in all cases, including the following:

	A. Reimbursable (Sales Orders) – Public/Federal
	
B. Direct Charge Reimbursable (GFEBS to GFEBS Activities)

C. Special Funded Programs (e.g., Misc Collections)

D. Other - as approved by NETCOM Headquarters*

General Guidelines

Effective 1 OCT 2014, IAW GFEBS guidance all NETCOM Fund Holders are required to use new Project Systems (PS) configuration (profiles). 

A. All Non-DPW Projects/WBSs will use the Mission Support SOO (Standard Operating Orders) profile selection designated by an ‘S’ in the numbering sequence (S.XXXXXX).

B. Custom numbering (smart-coding) will be used when the projects are created so the numbers after the first 7 digits match the C4IM Service Catalog designations.

Level 1 (NEC as Project): 	S.0023032
Level 2 (VTC Service – 701.4): 	    S.0023032.7014
Level 2 (PKI Service – 703.1):	    S.0023032.7031

C. Key Points -
a. WBSs have a system defined numbering scheme by level (Level 0 – .XX).

b. For reimbursable customers, a WBS will be created for each customer as needed at the Service level under the appropriate NEC Project WBS.

c. Example: Fort Hood NEC provides VTC services to FORSCOM and MEDCOM.  The standard Project WBS for Ft. Hood NEC will have been created at HQ NETCOM, as well as the WBS element specifying VTC Service.  The budget analyst will create WBS elements under the summary Reimbursable WBS for FORSCOM and MEDCOM:

Level 1 (NEC as Project):   	S.0023032 
Level 2 (VTC Service):           	    S.0023032.7014
Level 3 (Summary Baseline):	        S.0023032.7014.1
Level 3 (Summary Reim WBS):           S.0023032.7014.2 
Level 4 (FORSCOM):  	                        S.0023032.7014.2.1 
Level 4 (MEDCOM):  		            S.0023032.7014.2.2 

Refer to the NEC/WBS element crosswalk (PROVIDED AT A LATER DATE) to determine the appropriate WBS element for the service being provided by a specific NEC.

d. Fund Holders will need to define the project by the Description Field when creating a customer-level reimbursable WBS as follows:

i. Include C4IM service number, ‘Reimbursable’ and the customer (i.e. 701.2 – Reimbursable – IMCOM).

e. Attributes will further define the C4IM service and assignment by ISR.

i. Each Standard Project Level WBS will be pre-filled with Attributes 1 and 2 (See Annex A).  These will allow costs to be collected for a specific service across all NECs.

f. The Reimbursable Identification Code (RIC) (Annex B) should be populated on all Reimbursable WBS elements as well as Direct Charge WBS elements when NETCOM is the “performing” organization.

g. FCA must be used in conjunction with Overseas Contingency Operations (OCO) funding requirements as well as expenditures capturing costs for storm damages or natural disasters.

h. Funded and Released “actions” on any WBS should be performed by two separate users (Basic Data Tab).

i. Users who perform the FUND/RELEASE actions on a WBS (one of which can be the creator of the Project/WBS) need to validate and verify the project has been established to the correct hierarchy level (Level 4 for all reimbursable customers), confirm all required Funding Data elements (Cust. Enhancement) are populated based on Funded Program Type and Line of Accounting (funding source), ensure Description Field is completed as required (described in next section), as well as verify the Additional Fields tab has been completed in its entirety (based on the Funding Data tab).


i. Sites can use CN43N to review established Projects (WBS) for their respective Fund Center.
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D. Job Aids can be located on the Performance Support Website (https://prodep.gfebs-erp.army.mil/rwdhelp/nav/index.htm).

E. Job Aids can be located on the MilWiki Suite for GFEBS (https://www.milsuite.mil/wiki/Portal:GFEBS) .


Reimbursable/Direct Charge Projects/WBSs: 
Specific Guidelines


A. Automatic Fund (Reimbursable Sales Order) WBSs should always have funded program type: REIM selected and use the A - “Automatic” - fund assignment on CJ20N screen tab Cust. Enhancement > Funding Data tab.

a. Enter the RIC on the Cust. Enhancement > Funding Data tab according to the service being provided (See Annex B).
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b. NETCOM attributes cannot be pre-filled for customer-level WBSs at the HQ NETCOM level and must be completed by the Budget Analyst.

c. Enter Attributes 1 and 2 into the Cust. Enhancement > Additional Fields tab according to the service being provided (See Annex A).
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B. Direct Charge WBSs should always have funded program type: DRCH.
a. NETCOM pre-filled attributes at the Project level will not be used since the customer must put their information in the fields.  Therefore, the budget analyst will include the following when creating Direct Charge customer-level WBSs:

i. Begin the “Description Field” of the WBS element with the numerical code specifying the C4IM service being provided.  Then write ‘Reimbursable’, followed by the customer name.

i.e.  701.3 – Reimbursable – IMCOM

ii. Under the description in the Long Text tab, write attribute 1 and 2 codes and RIC.
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C. All view fields – FCA (as applicable), Attributes 1 and 2, Interface Indicator if required (ATAAPS Labor only) and RIC should be completed on WBS before it is Funded and Released.

a. Brigade/Battalion-level Budget Analysts will NOT use the Interface Indicator field when completing customer-level (Level 4) reimbursable WBSs.

D. IAW existing GFEBS instructions, a summary Reimbursable Project hierarchy for the fiscal year will be established (part of WBS batch upload performed at HQ NETCOM) and Fund Holders will build appropriate child WBS elements to capture reimbursable tenants/customers instead of having numerous project profiles to manage.

E. Multi-Service Reimbursable requirements will be created under the Summary Level WBS for the 700, 701, or 703 series (always at the bottom of the WBS list).

a. E.g. A requirement for Telephone, Wireless, and VTC services will go into the “701 Series Summary – Communication Svcs” WBS.
b. In the Long Text tab, list the services included and, if possible, associated $ amounts.


[image: ]


F. Multi-Series Reimbursable requirements should go under the Summary WBS that the majority of the requirement falls under.

a. E.g. A requirement for IA, Wireless, and Web Support Services will go into the 700, 701, or 703 Series Summary, according to where the greatest $ amount of work falls.
b. [image: ]In the Long Text tab, list the services included and, if possible, associated $ amounts.


Generic Funded Program Type/WBS:
Specific Guidelines

A. GENR type WBSs should only be used for internal WBS execution when not executing a reimbursable or direct charge requirement.

B. Funded Program will be set at ARMY, so funding availability control and validation rolls to the SAG.  HQ NETCOM will set Funded Program to ARMY for all Direct Funded WBSs.

C. HQ NETCOM will routinely scrub established funded programs across Command to ensure compliance.


Differing Functional Areas:
Guidelines

A. CONUS

a. Since the majority of CONUS IT Services are paid for through 131050QOIM or 131R50QOIM, all Level 1 – 3 WBSs for CONUS NECs will be created using one of these Functional Areas (depending on whether the NEC receives OMAR funding).  If a requirement uses 131050QOIM or 131R50QOIM, copy the superior funding for creating a new WBS.

b. When a requirement within a Functional Area other than 131050QOIM or 131R50QOIM arises, contact the HQ NETCOM G8 Decision Support Team at usarmy.huachuca.NETCOM.mbx.g8-decision-support-team@mail.mil and provide the following information:

i. NEC providing the service
ii. C4IM Service being provided
iii. Functional Area
iv. Funds Center
v. Cost Center
vi. Plant
vii. Fund
viii. Whether the requirement is GENR (NETCOM Funded),  DRCH, or REIM 
ix. Whether the WBS needs to be available in ATAAPS for labor tracking

A member of the Decision Support Team will set up the WBS for you in the appropriate area of the WBS project for that NEC.


B. OCONUS

a. Same guidelines as above except that WBSs will be created using WASC and/or QOIM Functional Area and requirements outside of those will require a separate WBS to be created. 

Contract Costs:
Guidelines

A. Contract costs that can be attributed to specific services should post to service-specific, Level 3 – Baseline WBSs (e.g. 700.3 – Baseline, 703.2 – Baseline, etc).

B. Contract costs that cannot be broken out by specific services should post to one of three summary-level WBSs which will exist within each specific NEC hierarchy.
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a. 700 Series Summary – Automation Services
b. 701 Series Summary – Communications Services
c. 703 Series Summary – Information Assurance Services
d. If possible, denote how much of the contract is attributed to each C4IM Service

C. Persons inputting the Purchase Requisition (PR) in GFEBS will ensure the proper service-specific or summary level WBS is chosen for each line of contract costs instead of using a cost center.

D. Budget Analysts performing the L4 function, will ensure that contract costs are being posted to WBS elements instead of cost centers before certifying.

Defense Travel System (DTS):
Guidelines

A. In order to assign DTS costs to service-specific WBSs, a Line of Accounting must be created in each instance.

B. To minimize the increase in workload, DTS costs will continue to be tracked only by Element of Resource (EOR).  DTS will NOT reference the WBSs created for IT services.

C. Instead, DTS costs will be analyzed and distributed among the service-level WBSs by the HQ NETCOM G-8 Decision Support Team.

AXOL (Government Purchase Card):
Guidelines

A. GPC charges must be assigned to service-specific WBS elements through Cost Transfers.

B. Cardholder will keep track of which WBS each transaction relates to and, at the end of each billing cycle, will send a list to Budget Analyst for completion of Cost Transfers to the appropriate WBS elements.

C. HQ NETCOM G8 Budget Analysts provide two suggestions for organizing this process.

a. At the end of each posting period, cardholder writes the WBS element for each transaction onto the card statement and gives it to the Budget Analyst.
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b. Cardholder keeps track of transactions throughout the posting period in a spreadsheet and sends to Budget Analyst after comparing with card statement.
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Budget Analyst then completes the cost transfers to the appropriate WBS elements.

* If problems are detected, HQ NETCOM will direct corrective action.

Fund Holders are not permitted to create Projects/WBSs outside of the scope of requirements listed above without prior approval from NETCOM Headquarters, G8 Financial Operations ICW HQ Budget and Decision Support Teams.

3) Cost Centers represent organizational entities such as a Division, Section, Unit, etc., within the Army structure.

NETCOM Cost Centers have a default ISR assigned for the purpose of capturing residual cost remaining from allocations (e.g., ATAAPS labor).

A. Cost Centers are built as pre-deployment master data and are tied to the approved/latest TDA in the Army's Force Management System (FMSWEB).

B. Cost Centers are static and will not change except for rare circumstances such as reorganizations, transformation, or other personnel impacted actions.

C. Cost Centers are not created to capture IT service costs/expenditures.

D. Executing at Cost Center level will negatively impact your site’s IT service cost tracking and reports.

Example of a Cost Center Master Record –
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 (
NETCOM does not assign FCA codes or Point Accounts to Cost Centers.
)











Basic Rules & Information for Cost Objects:

A. Attributes are "view" fields that further define/describe the cost object’s purpose and are aligned and consistent with the AMSCO/MDEP/IT service and, if required, FCA.  Clarified as follows:

a. IT service should further define the nature of expense within AMSCO/MDEP

b. Attribute fields are not permanent on transactional records and will change for the entire history of the individual obligation record if modified (change file) 

c. Once a Cost Object is attached to an obligation record, funding data is permanent on the record (Fund and Functional Area)

d. All cost objects required for use in ATAAPS labor should have the NETCOM interface indicator code recorded – L17. This is especially important for Reimbursable labor (Level 3 only) as the WBS must have the L17 populated under the Cust. Enhancement > Additional Fields tab

i. Customer-level (Level 4) reimbursable WBSs should NOT include the interface indicator


B. All WBS elements should have appropriate data elements populated including where applicable, FCA code, the Interface Indicator field (ATAAPS Labor), and the C4IM service attribute codes.

a. WBS Elements cannot be changed via a GFEBS mass change and must be maintained and corrected by the fund center. Please note, once a WBS is Funded and Released, you should not attempt to make changes (specifically on the Funding Data – LOA information)

i. You can update the FCA field on the Cust. Enhancement > Funding Data tab as well as the Additional Fields tab but the transactional records may not reflect changes made on WBS master data from inception

ii. Never make changes on a Reimbursable WBS after it has been Funded and Released as this may create errors in the system against the assigned Sales Order

b. WBS changes must only be made by the creator (CJ20N) under the Cust. Enhancement > Additional Fields tab, for the following fields: C4IM service Attribute Codes, Interface Indicator; and in the Cust. Enhancement > Funding Data tab, FCA (note there is not an audit trail of changes on the WBS record)

c. Verify all data elements for attribute fields are populated correctly before funding and releasing a WBS.  Attributes 1 and 2 will be automatically filled when the Level 1 - 3 WBSs are created by HQ NETCOM ACofS G-8, Decision Support Team.  However, remember that for reimbursable customer-level (Level 4) WBSs, the Budget Analyst must complete these fields to insure proper cost-tracking

d. All WBS elements being pre-positioned for use in FY15 must utilize the new Project Systems structure and profiles appropriate for requirement being captured

e. WBS/Projects may or may not roll from fiscal year to year depending upon GFEBS O&S and ARMY Fiscal Year End guidance. NETCOM recommends rolling over WBS elements to the next fiscal year to reduce workload associated with having to re-create WBSs every year  


All changes/updates/create new requests must be sent to GFEBS Helpdesk via Army.GFEBS.Helpdesk@mail.mil or by using Remedy self service.  All tickets should include the requisite change or create template (WBS/Cost Center) found on GFEBS MilWiki smart book, cost management.  Subject of ticket should read ATTN: NETCOM HQ, your Fund Center and nature of request. No longer will requests be sent to HQ NETCOM POC directly.
Helpful Links:

Smart Book/Cost Management:
https://www.milsuite.mil/wiki/Portal:GFEBS/Digital_Smart_Book

DATA FIELDS TO CONSIDER:

DESCRIPTION: Describe the purpose/requirement for this C4IM service (detailed: service number, reimbursable, customer name)
NON STATISTICAL - X
STATUS – REL/TECO
FUNDED PROGRAM - 
FUND - 
FA – 
FCA - 
Attribute 1 = 
Attribute 2 = 
Attribute 3 = Blank 
Attribute 4 = Blank
Area of Responsibility =
Interface Indicator = 
[bookmark: OLE_LINK1][bookmark: OLE_LINK2]
NETCOM RELEVANT DATA FIELDS:

ATTR 1 – Pre-filled in WBS levels 1 – 3 to identify C4IM service; use Annex A to determine the code to include in level 4 (customer-level) WBSs

ATTR 2 - ISR – Pre-filled in WBS levels 1 – 3 to identify C4IM service summary level; use Annex A to determine the code to include in level 4 (customer-level) WBSs

ATTR 3 - Not required - temporarily holding CLS SSP

ATTR 4 - Not assigned

FCA - Required if OCO/Storm Damage or other DA identified FCA

RIC – Must be filled in by Budget Analyst for level 4 (customer-level) reimbursable requirements; use Annex B to determine the code to include (NETCOM will always use either 01 or 02).

INTERFACE INDICATOR FIELD - L17 - required for all orders used in ATAAPS for labor allocations (Do NOT include on Level 4 Reim Customer WBSs)

Creating Organization Relationships: (Dual postings)

WBSs are already assigned to a responsible Cost Center, and this can be viewed in BI reports by bringing in the WBS element and adding the Responsible and Requesting Cost Center from the Attributes tab within Properties/Characteristics menu path.

ATAAPS Labor - Cost Objects File

The Interface Indicator field was established for the DISA Cost Objects file for ATAAPS processing. WBS elements will close out in ATAAPS if this field is not inputted.

ATAAPS interfaced records into GFEBS moves cost from the Cost Center (if setup correctly in accordance with NETCOM Guidance) via the 9300 Commitment Item/Cost Element/General Ledger (GL) Account. It is distributed based on the KP26 Activity Rates maintained from the Faces to Spaces file (external document).
 
A. Distribution is made on a standard rate basis/calculation and will leave a residual balance of actual cost (+/-) at the Cost Center designated.

B. Users must check their ZSCM_TT_ERRORS report routinely after each pay period to ensure all ATAAPS Time Tracking Errors are cleared before the following Pay Period.

C. Even though the function will be available, Fund Holders must not setup the dual posting capability in ATAAPS. There should be one cost object per Job Order.


WBSs  – Defaults/Favorites Setup Example

Sample Defaults/Favorites for an employee when assigning them a WBS Element.

A. RG hours (Productive Hours) charge to the WBS Element.

B. L-Type hours (Leave) are charged to the Job Order associated with the Team Cost Center particular employee.

C. The following tables depict the old method of tracking time versus the new method.

a. In the old process, all hours were reported under one Cost Center and Job Order

i. [image: ]Only civilian time was tracked with ATAAPS

b. The new process will require the civilian and military (eventually LN and contractor labor will be tracked in ATAAPS as well) NEC employees to record their time by C4IM service and distinguish between Baseline and Mission Funded services

i. The Job Order numbers correspond to the WBS elements that are created by HQ NETCOM ACofS G8 and batch-loaded into GFEBS  

ii. It is crucial that employees know which services they are performing, whether they are Baseline or Mission Funded, and accurately record that information in ATAAPS each day in order to correctly associate costs with services (See Annex D)

iii. Military time tracked in ATAAPS will be for statistical purposes only

iv. Job Orders will be assigned to each employee by the supervisor 
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Refer to Annex D for detailed guidance on relating task to C4IM service for accurate time-tracking.

Cost Transfers – Tips & Guidelines:

When a cost transfer is required, consideration should be made for what type of cost transfer or allocation is appropriate based on the commitment item/cost element as well as nature of transaction. There are specific requirements for the two main types of cost transfers/manual allocations – FV50 Journal Voucher or KB15N Secondary Cost Correction Allocation (manual cost movement that does not touch GL).

A. All Cost Transfers must have documentation on file to support reasoning and justification for performing the FV50 JV (audit requirements).

a. Take screen shots of the before and after process and have Senior Analyst, Accountant, or Budget Officer/Resource Management Officer validate both before and after, as well as sign off on hard copy document with justification

b. When moving cost for payroll – you can use the FV50 transaction, document type XZ as long as it is the primary commitment item/cost element (e.g., 11B1 or 6100.11B1)

c. Never perform the FV50 transaction type on 9300, 9300L, 9300F, 9300C, or 9300N as this will create improper postings within the FM module, FI module, and BI reports (system should now prevent this from posting)

i. 9300 ATAAPS or other movements are reallocated using KB15N-Secondary Cost Corrections (reference job aid)

ii. When moving 9300L or 9300.0100/9300.010T – cite 9300.01VR in the KB15N document (manual cost allocation)

iii. Also reference the Cost Transfer Decision Matrix materials and job aids before completing a cost transfer. Job Aids can be found at the PSW or MilWiki sites

d. Standard (non-labor) FV50 Journal Voucher document type is SB (GL Account Posting). If document type is not visible on main screen of FV50 click EDITING OPTIONS at top of screen, look for drop down selection box at lower right corner, and select “Ready for Input” option – Click BACK

B. Please follow GFEBS job aid and reference material instructions regarding cost transfers and manual allocations.

Summary

A. Primary costs are posted in the 6000 series accounts and are moved via FV50 using G/L account documents. There are specific document types when using FV50 based on type of cost being moved (e.g., labor XZ or non-labor, SB).

B. Secondary costs are posted in 9000 series accounts (e.g., 9100, 9300) and are allocated between Army organizations within GFEBS for labor, overhead, or other cost allocations. These are moved only by using KB15N – Manual Cost Allocation.  See Annex C for 9300 Accounts.

Major Steps (reference Cost Transfer Decision Matrix Job Aid – copied here for quick reference):  Link to GFEBS job aid https://www.milsuite.mil/wiki/Cost_Transfer_Decision_Matrix.

A. Determine if your cost transfer falls under one of the 3 categories:

a. Primary Cost Correction

i. Primary Cost Corrections are done when a primary cost element (6000 series) has posted incorrectly

Example: Your DCPS Payroll posted to an incorrect fund and needs to be corrected

b. Cost Allocation

i. Cost Allocations are periodic settlements of costs based on drivers such as activity rates and hours worked. Cost allocations are always posted using a secondary cost element (9000 series) which are accounts established by DASA-CE 

ii. A cost allocation is not used if a posting was made to an incorrect cost object and/ or LOA

1. It is not a correction tool; cost allocations imply that the data was initially posted correctly

Example: Your DCPS Payroll posts into your home cost center correctly and you need to transfer some of those hourly charges (hours x rate) to another cost object (i.e. a Cost Center, or WBS Element)

a. Secondary Cost Correction

i. Secondary Cost Corrections are done when a secondary cost element has posted incorrectly. This scenario would not apply when you want to move Payroll costs to a WBS Element. That example would fall under a cost allocation scenario.

Example: Your ATAAPS posted an employee’s hourly charges to the wrong WBS element and needs to be corrected.

Headquarters NETCOM G-8 Procedures – New Financial System Data Elements:

When new master data records are required based on new requirements in DFAS 37-100-14 APE/MDEP (Functional Area) combinations or other required data elements (e.g. FCA), Fund Holders should contact the Decision Support Team at NETCOM HQ with the requirement.  The team will work with the Fund Holder to create a standard WBS, matching the set criteria.  Only after contacting the Decision Support Team, Budget Analysts should submit a remedy ticket request to the GFEBS Helpdesk at GFEBS.Helpdesk@accenture.com or go to Self-Service Remedy by following the link https://remedyweb.gfebs-erp.army.mil.  

Once the ticket number is received – please send an email with the number assignment, background narrative, as well as any supporting documentation to the NETCOM HQs Decision Support Team at usarmy.huachuca.NETCOM.mbx.g8-decision-support-team@mail.mil.  Please reference the purpose of the ticket submission in the Subject text.

A. The remedy ticket will be assigned to the NETCOM Service Desk (SD), Tier II queue for assignment and processing.
 

BI Reports – Viewing the Cost Collector and Attribute Fields

A. To review execution and cost distribution (as well as payroll/labor) toC4IM Services  and ISRs, the following reports are recommended and available (subject to appropriate GRC Role Provisioning):

a. BI – Budget Reporter (Role), Status of Funds by Funding Year Report

i. Input required (*) fields at minimum

ii. Variant supports looking at a specific input or range for Cost Centers, and/or WBSs

iii. Report offers a larger range of Free Characteristics or variables available including the posting date and reference document number (FM Document)

iv. Users must drag the “Cost Collector” or individual item – Order, WBS, Cost Center into the report body in order to capture the “attribute” fields

v. Once the correct data field from free characteristics has been activated in report, right click on column heading, select Properties and Characteristics, change to Display Text and Key, Click on Attributes tab, select AOR, Attributes 1 and 2, FCA, etc., to have these data elements shown in main report body

b. BI – Command Budget Reporter Report (Cumulative/Non-cumulative)

i. This report offers same functionality but has fewer free characteristics

ii. Designed for larger report queries/variants

c. BI – Cost Management Reporter – Cost by Cumulative Report
i. Report focuses on Actuals (expenses) rather than true Commitments/Obligations/Expenditures/Disbursements (COED) data points

ii. Can drive report by cost object and LOA (fund, FA, funded program, commitment item)

iii. Visibility by Commitment Item (11B1) or Cost Element (6100.11B1)

iv. Attribute (descriptor) fields are readily available in free characteristics column

d. BI – Cost Management Reporter – Cost by Partners Cumulative Report

i. Report provides ability to see dual posting relationships between Cost Centers and WBSs  

ii. Partner movements – allocations are also visible (e.g., ATAAPS)

iii. Shows organizations that incurred costs by C4IM Service

e. BI – Labor Reporter (Cost Management): Detailed Labor Cost Report

i. Report provides visibility of DCPS and ATAAPS postings/movements by Cost Center and Partner Objects (Fund, FA, and Cost Object)

ii. Can see cost element (GL) account posted

iii. LOA information available within standard report











ACRONYMS

	ABO
	Army Budget Office

	AOR
	Area of Responsibility

	APC
	Accounting Process Code

	AXOL
	Access Online

	BI
	Business Intelligence

	CLS
	Common Levels of Support

	CNP0
	Counter Narcotics Program 

	COED
	Commitments/Obligations/Expenditures/Disbursements 

	DCPS
	Defense Civilian Pay System

	DFAS
	Defense Finance Accounting Service

	DPW
	Department of Public Works

	DTS
	Defense Travel System

	F2S
	Faces to Spaces

	FA
	Functional Area

	FCA
	Functional Cost Accounts

	FCM
	Funds Control Module

	FMSWEB
	Army's Force Management System

	FMZ
	Powertrack

	GFEBS
	General Fund Enterprise Business System

	GL
	General Ledger

	GPC
	Government Purchase Card

	IAW
	In Accordance With

	IO
	Internal Order

	ISP
	Installation Status Report

	LOA
	Line of Accounting

	MDEP
	Management Decision Package

	MOA
	Memorandum of Agreement

	MOU
	Memorandum of Understanding

	NETCOM
	Network Enterprise Technology Command

	OACSIM
	Office of Assistance Chief of Staff for Installation Management

	OCO
	Overseas Contingency Operations

	PE
	Program Element

	RIC
	Reimbursable Identification Code

	SLA
	Service Level of Agreement

	SSP
	Service Support Program

	WBS
	Work Breakdown Structure











Annex A – Attributes 1 and 2 Codes
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Annex B – Reimbursement Identification Codes (RIC)


GFEBS Established RIC Codes and Description (CJ20N – Cust. Enhancement > Additional Fields tab)

NETCOM Relevant: 

NETCOM will only use 01 or 02 to classify a reimbursable requirement as either recurring or non-recurring.

01 – RECURRING – MISSION UNIQUE
02 – NON-RECURRING – MISSION UNIQUE

Other Codes:

03 – RECURRING – ABOVE STANDARD SERVICE LEVEL
04 – NON-RECURRING – ABOVE STANDARD SERVICE LEVEL
05 – RECURRING – BOS OR SRM UNFUNDED REQUIREMENT
06 – NON-RECURRING – BOS OR SRM UNFUNDED REQUIREMENT
07 – RECURRING – TRANSIENT TRAINING
08 – NON-RECURRING – TRANSIENT TRAINING
09 – UTILITY BILLS

Definitions in table below are from DFAS-IN Manual 37-100.
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Annex C - 9300 Accounts – Secondary Cost Allocations
 

Quick Reference:

9300.0100 ARMY 43 LABOR CHARGE - REG EN 
9300.0150 ARMY 43 BR MIL LBR CHARGE EN 
9300.0160 ARMY 43 CONTRACTED LABOR EN 
9300.0161 ARMY 43 CONTRACTED LABOR OT EN 
9300.0170 ARMY 43 LN LABOR CHRG - REG EN 
9300.0171 ARMY 43 LN LABOR CHRG - OT EN 
9300.0190 ARMY 43 OGA CONTRACT SERVICE EN 
9300.01BN ARMY 43 BENEFITS COSTS EN
9300.01CT ARMY 43 CONTRACTED SERVICES EN 
9300.01OT ARMY 43 LABOR CHARGE - OT EN 
9300.01VR ARMY 42 LABOR VARIANCE EN 
9300.0200 ARMY 43 EQUIPMENT USAGE EN 
9300.02VR ARMY 42 EQUIP VARIANCE EN 
9300.0300 ARMY 43 GSA VEHICLES EN 
9300.1100 ARMY 43 DE LBR CHARGE - REG EN 
9300.1110 ARMY 43 OTHER PLANNED COSTS EN 
9300.2600 ARMY 43 SUPPLIES FOR ECP EN 
9300.JLAB ARMY 43 JAPAN LABOR REG EN 
9300.JLABT ARMY 43 JAPAN LABOR OT EN 
9300.UBTU ARMY 43 UTILITIES - MBTU EN 
9300.UDTH ARMY 43 UTILITIES - DTHERM EN 
9300.UKGL ARMY 43 UTILITIES - KGAL EN 
9300.UKWH ARMY 43 UTILITIES - KWH EN 
9300.USWG ARMY 43 UTILITIES - KGAL SEW







Annex D – C4IM Task List
ATAAPS Time-Keeping Reference
Purpose: To provide a reference table to assist ATAAPS time-keepers in correctly choosing the Primary Service Category (i.e. 700.1 vs 700.2) and identifying it as Baseline or Mission Funded when recording time spent on daily tasks.
Procedure: 
Step 1: Identify which Service the task you are performing falls under and go to that portion of the table:
	700 - Automation (Pg 23 – 30)
	701 - Communications Systems and System Support (Pg 31 – 36)
	703 - Information Assurance (Pg 37 – 39)
Step 2: Use the tables in the following pages to identify the Primary Service Category (PSC).
A. Find the function you’ve been performing (i.e. Email Service – 700.1.1, Telephone Firewall – 701.1.4, etc) in the tables.

B. Look at the list of tasks beneath that function and ensure your task falls within that function.

a. If it matches, scroll up in the table to find the Primary Service Category associated with that function/task.

b. If it is not listed there, find your task within a different function.

i. Once a match is found, scroll up in the table to find the Primary Service Category associated with that function/task.
Step 3: Determine whether your task is Baseline or Mission Funded.
A. Use the process from Step 2 to find your task within the table.

B. Look to the right to determine if your task is Baseline (B) or Mission Funded (MF) (Some tasks can be either Baseline or MF and some are strictly MF tasks).

a. The * in the MF column means that the task is Baseline except in special circumstances, such as:

i. Required to be performed in excess of metric (i.e. faster response time, etc).

ii. Required to be performed for a reimbursable customer
Step 4: Use the PSC and Baseline or MF designation to choose the matching Job Order in ATAAPS.
700 - Automation
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701 – Communications Systems and System Support
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703 – Information Assurance
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Annex E – NETCOM Army Program Elements (APEs) (as of FY13)
	APE
	Activity Structure
	Definitions

	113011000
	EAB SIGNAL 
	Operation of MTOE EAB signal units. Includes military manpower authorizations, peculiar and support equipment and the associated costs specifically identified and measurable to these units

	114011000
	EAC - THEATER SIGNAL
	Operation of MTOE Theater signal units. Includes military manpower authorizations, peculiar and support equipment, necessary facilities and the associated costs specifically identified and measurable to these units.

	121012000
	TRAINING AREA MANAGEMENT AND OPERATIONS  
	Operation of training ranges and airfields supporting Land Forces, including TDA air traffic control. Supports Integrated Training Area Management. Includes manpower authorizations, peculiar and support equipment, necessary facilities and the associated costs specifically identified and measurable to these units.

	121018000
	FORCE READINESS OPERATIONS SUPPORT
	Provides for the operation and support of both MTOE and TDA units that are critical to the readiness, deployment or mobilization of land forces but are not funded under OPTEMPO. Includes civilian TDA augmentations to Land Forces units as well as TDA logistics activities providing maintenance and logistics functions that would otherwise be done by military or MTOE units. Excludes AMC logistics and maintenance support activities provided for in 122011 and 123011. Includes training and travel costs for the range and training land program (RTLP) and the integrated training area management (ITAM) program. Includes support for Training Aids, Devices, Simulators and Simulations (TADSS), unexploded ordinance clearance, National Environmental Policy Act (NEPA), facilities, and environmental requirements of the RTLP program to include design and construction within statutory thresholds. Includes Operations Security (OPSEC) training, awareness products and travel to conduct OPSEC evaluations, and asessments. Military Training Specific Allotment (MTSA) funding will also be executed in this account. It funds travel and per diem for MTSA courses that are DA-directed to include: (1) TDY travel and per diem to and from schools and per diem while in attendance for training; (2) TDY travel and per diem for individuals attending training in conjunction with PCS who elect to perform the directed training TDY and return to the old duty station prior to traveling to the new duty station, or elect to travel to the new duty station before performing the required TDY training within 10 days.

	121019000
	FORCE READINESS COMMUNICATIONS SUPPORT 
	Provides for the operation and support of both MTOE and TDA units that are critical to the command, control, communications and intelligence of land forces but are not funded under OPTEMPO. Includes the civilian TDA augmentations to Land Forces units as well as TDA logistics activities providing communications maintenance and logistics functions that would otherwise be done by military or MTOE units. Includes the operation and maintenance of the Alternate National Command Center and collocated communication facilities under DA management; communications electronic facilities in support of the National Military Command authorities who direct the Army Forces through the military chain of command; and low frequency, high survival means of communications associated with minimum essential emergency communications network.

	121251000
	FORCE READINESS OPERATIONS SUPPORT
	Cyberspace Operations Forces and Force Support Operational manpower, support staff, and resources to conduct cyber operations on behalf of USCYBERCOM.

	122626000
	LONG-HAUL COMMUNICATIONS (DCS)
	Operation and maintenance of DA portion of Defense Communications System (DCS) long-haul communications services, networks, and equipment systems provided within Army owned/leased facilities.  Services/networks include Automatic Digital Network (AUTODIN), Defense Data Network (DDN), Defense Information System Network (DISN), Defense Message System (DMS), Defense Switched Network (DSN), Wide Area Telecommunications System (WATS), and Federal Telecommunications System (FTS) 2001 Switched Voice Service (SVS).  Excludes those communications cost reported in Program Element 432142 and all the base communication program elements (ending with ****95).

	131039100
	GENERAL INSTALLATION PHYSICAL SECURITY EQUIPMENT
	Procure, install and maintain equipment  employed or designed to safeguard personnel, facilities and property from loss, destruction, espionage, terrorism, or sabotage on the installation; and prevent unauthorized access to facilities/installations/restricted areas, equipment, and materials.

	131039500
	SECURITY MATTERS (ANTI-TERRORISM SERVICES)
	Provides for a security program that protects personnel, facilities, and critical assets.  Pertains to antiterrorism/force protection which applies defensive measures used to reduce the vulnerabilities of individuals and property.  Includes the conduct of vulnerability assessments (periodic high level reviews) and any cross-discipline security functions which do not easily fit into other security categories, such as (but not limited to):  antiterrorism management; executive antiterrorism training; protective service details (CID) including advance work; and antiterrorism awareness programs and training.  Aligns with requirements under MDEP: VTER.  This code excludes computer network security (see MDEP: MS4X); excludes COMSEC (see MDEP:  MX5T); and excludes security guards (see xxxx75.L0).

	131050100
	BASE COMMUNICATIONS
	Operation and maintenance of Army non-tactical, base (post, camp, and station) communications facilities and equipment systems which provide local communications for installations/activities worldwide.  Includes GSA local and long distance (toll) service, cellular service, telecommunications centers (TCCs) and telephone switches in CONUS and OCONUS, and equipment only requirements.  Excludes long haul communications requirements.

	131R50100
	BASE COMMUNICATIONS
	Operation and maintenance of Army non-tactical, base (post, camp, and station) communications facilities and equipment systems which provide local communications for installations/activities worldwide.  Includes GSA local and long distance (toll) service, cellular service, telecommunications centers (TCCs) and telephone switches in CONUS and OCONUS, and equipment only requirements.  Excludes long haul communications requirements.

	131050300
	INFORMATION TECHNOLOGY AUTOMATION SERVICES
	Provides for the administration and operation of the Office of the Director/Chief of Information Technology and for all base operations automation activities, to include office automation.  No automation/office automation costs will be charged to any other Standard Installation Organization base operation account.  Excludes costs of operations and maintenance of automation assigned to or primarily used by mission activities which should be chargeable to the appropriate mission ADP account.  

	131R50300
	INFORMATION TECHNOLOGY AUTOMATION SERVICES
	Provides for the administration and operation of the Office of the Director/Chief of Information Technology and for all base operations automation activities, to include office automation.  No automation/office automation costs will be charged to any other Standard Installation Organization base operation account.  Excludes costs of operations and maintenance of automation assigned to or primarily used by mission activities which should be chargeable to the appropriate mission ADP account.  

	131050400
	INSTALLATION INFORMATION ASSURANCE
	Includes the process and infrastructure required to ensure authentication, confidentiality, availability, data integrity, and non-repudiation of messages and information exchange. Provide assured data, information and system integrity through the use of defense in depth processes and capabilities.  Provide all aspects of communication security (COMSEC) support.  Provide physical and logical systems that provide the necessary protection and maintain the defined integrity of a data network.

	411103000
	DEFENSE INDUSTRIAL BASE – CYBER SECURITY PROGRAM
	As part of the DoD-Defense Industrial Base (DIB) Cyber Security Program, the Army will conduct damage assessments for network intrusion incidents that result in loss of Controlled Unclassified Information (CUI) related to DoD acquisition programs resident on/in DIB unclassified networks. The FY09 funding will establish a DIB Cyber Security capability in the Army to conduct damage assessments.

	411104000
	DEFENSE INDUSTRIAL BASE – CYBER SECURITY PROGRAM
	As part of the DoD-Defense Industrial Base (DIB) Cyber Security Program, the Army will conduct damage assessments for network intrusion incidents that result in loss of Controlled Unclassified Information (CUI) related to DoD acquisition programs resident on/in DIB unclassified networks. The FY09 funding will establish a DIB Cyber Security capability in the Army to conduct damage assessments.

	432126000
	DCS LONG HAUL COMMUNICATIONS
	Operation and maintenance of DA portion of Defense Communications System (DCS) long-haul communications services, networks, and equipment systems provided within Army owned/leased facilities.  Services/networks include Automatic Digital Network (AUTODIN, Defense Data Network (DDN), Defense Information System Network (DISN), Defense Message System (DMS), Defense Switched Network (DSN), Wide Area Telecommunications System (WATS), and Federal Telecommunications System (FTS)), 2001 Switched Voice Service (SVS).  Excludes those communications cost reported in Program Element 432142 and all the base communication program elements (ending with 95).

	432140000
	INFORMATION SYSTEMS SECURITY PROGRAM (INFOSEC)
	Includes resources, manpower authorizations, necessary facilities and equipment required to perform INFOSEC program functions, provide INFOSEC services, to procure INFOSEC products required to secure telecommunications and information systems when such products are separately procurable from host systems, and to provide INFOSEC maintenance and support.  Also includes costs associated with the protection afforded to telecommunications and information systems which process sensitive data and efforts to ensure authenticity, integrity and availability of the information and the system.

	432142000
	SATELLITE COMMUNICATIONS GROUND ENVIRONMENT
	Operation and maintenance of DA assigned Defense Satellite Communications System (DSCS) ground terminals, operations centers, mobile control terminals, the DSCS Certification Facility (DCF), the Direct Communications Link (DCL), DSCS repair facilities, and an applicable portion of US Army Satellite Communications Agency (USASATCOMA).  Excludes all leased communication circuit costs.

	432143000
	DSCS-TELEPORT
	DoD Teleport is a new program designed to expand the Standardized Tactical Entry Points (STEP) sites from their current Super High Frequency (SHF) X-based only capability to other frequency bands (UHF, SHF, EHF) and satellite systems to better support Warf.

	432148000
	COMMON ACCESS CARD AND PUBLIC KEY INFRASTRUCTURE 
	Common Access Card and Public Key Infrastructure 

	432612000
	INFORMATION MANAGEMENT - AUTOMATION SUPPORT
	Analysis, design, programming, operations, and maintenance of systems to provide automation support, and the associated personnel, supplies, equipment, and all other related costs.  Includes all automation resources except those specifically identified in AMSCO'S 115152, 432611, 432613, 432614, 432615, 432616, BASOPS 'P' account, or AMHA". 

	434738000
	SEXUAL HARASSMENT ASSAULT RESPONSE PREVENT(SHARP)
	Sexual Harassment/Assault Response and Prevention Program (SHARP)

	435214000
	PUBLIC AFFAIRS
	Public information and community relations activities at Army installations worldwide, except at Army Management Headquarters.  Personnel costs to be charged to this account are only for these personnel occupying positions where 50 percent or more of their time is spent performing public affairs functions, but excludes personnel in clerical and supportive positions.  Incremental tour costs, such as TDY for escorts under Operation Friendship, are chargeable to this account. Excludes cost of internal information and attendant recruiting and retention programs, management costs such as security review and administration, the purchase of food and beverages for official entertainment purposes.

	665301DX2
	ARMY KWAJALEIN TEST RANGES AND MISSION SUPPORT
	RDT&E
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Old Process - Civilian NEC Employees

13 14 15 16 17 18 19 20 21 22 23 24 25 26

Cost Center  Job Order  Act Type Type hr  Sun Mon Tue Wed Thu Fri Sat Sun Mon Tue Wed Thu Fri Sat Total

40041257 C40041801 RG 8.0 8.0 8.0 8.0 8.0 8.0 8.0 8.0 4.0 8.0 76

40041257 C40041801 LA 4.0 4

0.0 8.0 8.0 8.0 8.0 8.3 0.0 0.0 8.0 8.0 8.0 8.0 8.0 0.0 80

0.0 8.0 10.0 12.0 9.3 12.5 0.0 0.0 8.0 9.8 11.3 10.3 12.3 0.0 80
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ATTR 1 CODE ATTR CODE DESCRIPTION ATTR 2 - ISR

A5010000 701 - COMMUNICATION SYSTEMS AND SYSTEM SUPPORT 701

A5011000 701.1 - TELEPHONE AND DATA INFRASTRUCTURE 701

A5012000 701.2 - EMERGENCY COMMUNICATIONS TELEPHONE SERVICES 701

A5013000 701.3 - WIRELESS INFRASTRUCTURE 701

A5014000 701.4 - VIDEO TELECONFERENCE (VTC) SERVICES 701

A5015000 701.5 - RANGE/FIELD TELEPHONE SERVICES 701

A5016000

701.6 - TELECOMMUNICATIONS CONTINUITY OF OPERATIONS PLAN (COOP) AND 

OPLAN SUPPORT SERVICES

701

A5017000 701.9 - FIRE, SAFETY, SECURITY, AND OTHER CIRCUITS 701

A5018000

701.10 - NON-TACTICAL RADIOS AND NON-TACTICAL/TACTICAL RADIO SPECTRUM 

MANAGEMENT SERVICES

701

A503C000 700 - AUTOMATION 700

A503C100 700.1 - MAIL MESSAGING/COLLABORATION (E-MAIL/DMS) AND STORAGE SERVICES 700

A503C200 700.2 - DATABASE ADMINISTRATION SERVICES 700

A503C300 700.3 - DESKTOP/ SOFTWARE/PERIPHERAL SUPPORT SERVICES 700

A503C400 700.4 - WEB SUPPORT SERVICES 700

A503C500 700.5 - FILE, PRINT & MISSION SERVER SUPPORT SERVICES 700

A503C600 700.6 - MANAGEMENT OF DATA NETWORK SERVICES 700

A503C700 700.8 - AUTOMATION & NETWORK COOP AND OPLAN SUPPORT SERVICES 700

A503C800 700.10 - AUTOMATION AND NETWORK SERVICE SUPPORT 700

A5040000 703 - INSTALLATION INFORMATION ASSURANCE 703

A5041100 703.1 - DOD PUBLIC KEY INFRASTRUCTURE (PKI) SERVICE 703

A5041200 703.2 - COMMUNICATIONS SECURITY (COMSEC) SERVICE 703

A5041300 703.3 - RISK MANAGEMENT/ACCREDITATION/CERTIFICATION POLICY SERVICES 703

A5041400 703.6 - NETWORK SECURITY SERVICES 703

A5041500 UNAUTHORIZED DISCLOSURE OF CLASSIFIED INFORMATION CLEANUP 703

A7950000 UTILITY SERVICES 504

A5612000 EDUCATION AND TRAINING - NON PRODUCTIVE 505

A3250000 MANAGEMENT AND ADMINISTRATION 803
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RIC Code Reimbursable Identification Definition Examples

1   Recurring - 

  Mission Unique

An intra-Army reimbursement provided on an annual 

basis, normally documented in a support agreement, for 

an atypical good or service not commonly provided by an 

Army installation, or determined by regulation to be 

reimbursable.  



For consolidated analysis, reimbursements from non-

Army customers are included in this category. 



Also included are Army customers that are reimbursable 

by regulation (e.g., Army Family Housing) or by Army 

policy exception.  



Also includes goods/services that are directly related to 

Army mission performance and recorded on 

organizational property records, normally deployed with 

using units. 

Provide local touch labor for troubleshooting and 

repair of mission related tasks



Perform and support full storage system backups 

at intervals specified by the application owner



Design and develop mainframe applications and 

bridges to meet local requirements



System Administration for mission-specific servers

2   Non-recurring - 

  Mission Unique

A reimbursement provided on a short-term or one-

time basis for a mission unique good or service, as 

defined for RIC #1 above.

Provide and maintain Fly away communication 

teams for VIPs.



Install and maintain voice telephone for exercises 

and training events at field/training locations

3   Recurring - Above

  Standard Service Level

An intra-Army reimbursement provided on an annual 

basis, normally documented in a support agreement, 

that purchases commonly provided installation services 

at an enhanced level requested and approved by the 

commander or higher headquarters of the tenant 

organization.  

Provide touch labor support within a faster 

resolution time than standard

4   Non-recurring - 

  Above Standard Service

  Level

A reimbursement provided on a short-term or one-

time basis for goods or services as defined for RIC #3 

above. 

Provide VTC protocol capabilities above H.320 as 

required.

5   Recurring - BOS or SRM

  Unfunded Requirement

A reimbursement provided on an annual basis, normally 

documented in a support agreement, which helps cover 

a funding shortfall that is preventing the attainment of the 

planned expected service level.



Not Used per DFAS-IN Manual 37-100

6   Non-recurring - BOS or SRM

  Unfunded Requirement

A reimbursement provided on a short-term or one-

time basis that helps cover a funding shortfall that is 

preventing the attainment of the planned and expected 

service level.



Not Used per DFAS-IN Manual 37-100

7   Recurring - Transient 

  Training

An annual inter-service or intra-governmental unit 

reimbursement provided on an annual basis, normally 

documented in a written long-term agreement, that 

covers direct incremental support costs for regularly 

scheduled training by individuals or units from another 

DoD component.  Also includes reimbursement from 

Army units who are in the training load but have 

requested mission unique or above baseline level 

support.

8   Non-recurring - Transient

  Training

A short-term or one-time reimbursement, as defined for 

RIC #7 above, but it is reimbursement for unscheduled 

training by individuals or units from another DoD 

component, or for Army units who were prgrammed to 

train at one Army installation, but that needed to 

accomplish unprogrammed training at another Army 

installation.

9   Utility Bills Utility charges funded by authorized installation tenants.  

The following tenant utilities - non-Army federal and other 

DoD services and agencies; Army tenants funded from 

other appropriations, such as Army Family Housing, 

Defense Health Program-funded activities, Army National 

Guard enclaves.  Army installations are not approved 

to charge O&M-funded Army tenants for utilities, 

IAW the Army reimbursable policy.

Reimbursement Identification Codes (RICs)

Instructions: When creating a Customer-level WBS for a reimbursable order, Budget Analysts will input one of the below numeric codes (1 - 9) 

in the RIC field in Cust. Enhancement - Additional Data tab in GFEBS. Use best judgment to determine the type of reimbursement.

* A reimbursement requested to cover an installation provider's unfunded requirements (UFRs) or budget shortfalls is not authorized within the parameters of 

the Army Reimbursement Policy.
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Service 700

Primary Service Category (PSC) 700.1

Function 700.1.1 Email Service (Unclassified/Classified up to Secret) BaselineMission Funded

Provide Email capability (send, store, process, sign/encrypt, receive, etc) B *

Provide Email services (director replication, access to public folders, internet 

mail, etc)

B *

Provide archiving, seraching and retrieval of e-mail B *

Provide email account mgmt (creating, deleting, supporting, to connect with 

new cards, PCS, etc)

B *

Provide backup/Archival Storage  B *

Support local clusters for Tier 1 APC users B *

Perform or support full email/Exchange system backups at least once per 

week

B *

Provide the ability for instantaneous disaster recovery in event of active node 

failure

B *

Provide the ability for disaster recovery within 24 hours period B *

Provide security administration by creating client policy B *

Function 700.1.2 Defense Message System (DMS) / Automated Message Handling System  BaselineMission Funded

Provide capability (compose, format, transmit, receive formal organizational 

messages at workstations)

B *

Operate, maintain, and manage the Local Control Center (LCC) B *

Install, configure, and maintain DMS and AMHS servers, software, and other 

hardware

B *

Provide post offices, delivery systems, and backup and restore capability B *

Troubleshoot DMS/AMHS problems.  Elevate to next higher level when 

needed

B *

Operate, maintain, and manage Certification Authority Workstation, process 

X.509 certs and create FORTEZZA cards, post certs

B *

Process and deliver messages B *

Function 700.1.3 Directory Services BaselineMission Funded

Operate and maintain classified and unclassified Installation Organizational 

Unit (OU)

B *

Design and manage directory synchronization with other systems B *

Create utilities and scripts to synchronize directory services. B *

Operate, manage, and defend the classified and unclassified active directory 

forest

B *

Provide top-level OU administrator management B *

Provide AD infrastructure management and monitoring B *

Provide AD situational awareness B *

Provide NEC and other customers with information regarding AD service 

degradation or interruptions

B *

Maintain AD domain controllers and other NETCOM managed AD Cis, update 

Cis as required to meet minimum security req.

B *

Continuously monitor domain controllers in order to detect malfunction, 

intrusion attempts, and anomalies

B *

Function 700.1.6 Touch Labor Support BaselineMission Funded

Provide local touch labor B *

Provide local touch labor for troubleshooting and repair of mission related 

tasks

MF

Provide local touch labor for Cyber Center assets B *

Provide Enterprise Email GISMC Service Request/Trouble Ticket Resolution for 

managed service infrastructure

B *

Automation

Mail Messaging/Collaboration

Tasks

Tasks

Tasks

Tasks
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Primary Service Category (PSC) 700.1

Function 700.1.7 Storage Services BaselineMission Funded

Maintain file storage - 100MB per authorized user as baseline, create and 

enable common share folders

B *

Maintain Storage Area Network, Network Attached Storage for mission-

specific requirements

MF

Proactively monitor hardware storage space B *

Provide high availability fiber channel for hosted application data storage B *

Provide IP data paths for hosted application data storage (I-SCSI) B *

Perform and support full storage system backups at least once per week B *

Perform data replication at a remote location to enable reala-time recovery of 

data and application

B *

Perform and support full storage system backups at intervals specified by the 

application owner.

MF

Provide protected local COOP storage MF

Provide COOP data recovery at second APC using remote storage backup that 

is a final operational capability

MF

Provide a capability to move storage from one APC to another MF

Provide performance capacity planning, management, operations, and 

maintenance of SAN equipment and services

B *

Provide storage management fuctions at the APC that includes monitoring, 

allocation and recommend storage usage

B *

Provide tailorable protection and segregation of unclassified and classified 

hosted application data by various methods.

B *

Provide high availability SAN-based data pathing for hosted application data 

storage

B *

Provide an APC Enterprise class SAN which supports the underlying 

foundation of a flexible storage architecture

B *

Provide an alternate heterogeneous storage connectivity support B *

Provide data storage access and capacity in support of Army deployments, 

BRAC, DoD, and other related hosted applications

B *

Provide storage utilization, performance reporting, trending, and 

management capabilities

B *

Manage SAN administration and operation at theater level for the APC B *

Provide support for DR/COOP B *

Mail Messaging/Collaboration (cont)

Tasks
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Primary Service Category (PSC) 700.2

Function 700.2.1 Administration and Maintenance BaselineMission Funded

Perform local database administration for standard database software for 

Army Enterprise Systems

B *

Develop, field, and support database applications MF

Perform database builds, reorganizations, maintenance, turning, backups, 

restorations, and query design

MF

Perform file transfers, loads, downloads, data file manipulation, etc, Process 

superscans, driver actions, updates to unique and standard master files

MF

Perform incremental backups and full system backups for standard databases 

for Army Enterprise Systems

B *

Function 700.2.1 Data Warehouses and Data Mining Services

Tasks Provide Data mining services MF

Data Administration Services

Tasks
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Primary Service Category (PSC) 700.3

Function 700.3.1 Desktop Software Service BaselineMission Funded

Provide interoperable and integrated standard office automation desktop 

software as approved for use by the Army Golden Master program

B *

Provide centrally funded software to all Army users or as part of a standard 

Army system

B *

Perform release management to include commercial software, standard 

software, and site license management, and new system releases

B *

Electronically "push" software updates, security updates, vendor patches, etc. 

to end user devices

B *

Maintain accountability for common user enterprise desktop software 

licenses

B *

Function 700.3.2 Software/Application Development for All Automation System Types BaselineMission Funded

Design, develop, and maintain all types of application systems using standard 

programming languages, develop applications

MF

Design, and develop mainframe applications and bridges to meet local 

requirements

MF

Plan tests, prepare test data, execute testing, identify, analyze and repair 

errors and retest application or module prior to implementation

MF

Prepare, update and distribute end-user and/or system operator's manuals; 

prepare, update and distribute on-line help facilities

MF

Assist users to identify information requirements and develop SOW that are 

consistent with user needs

B *

Function 700.3.3 Password Control Management BaselineMission Funded

Tasks Issue, maintain, and delete end-user device accounts and passwords B *

Function 700.3.4 Computers and Peripheral Devices BaselineMission Funded

Acquisition and life-cycle replacement of end user devices to include 

computers, printers, lap tops, scanners, and other hardware

MF

Configuration of end user and network devices to include computers, printers, 

lap tops, scanners, PDAs, and other hardware

B *

Function 700.3.5 IT Training BaselineMission Funded

Tasks

Provide any required end-user training that is not available through Army e-

Learning

MF

Function 700.3.6 Touch Labor Support BaselineMission Funded

Provide Local Touch Labor Services when electronic application means do not 

exist; does not include cost for replacement parts

B *

Provide local touch labor for troubleshooting and repair of mission related 

tasks

MF

Provide local touch labor for Cyber Center assets B *

Function 700.3.8 Copier Management BaselineMission Funded

Evaluate customer prepared requests for network multi-functin copiers, 

copiers, and printers; advise and recommen placement of copiers

B *

Assist and advise customers of copier requirement and maintenance B *

Desktop/Software/Peripheral Support Services

Tasks

Tasks

Tasks

Tasks

Tasks
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Primary Service Category (PSC) 700.4

Function 700.4.1 Web Hosting BaselineMission Funded

Install,configure, operate, maintain and administer common user web and 

portal services

B *

Provide a formal web application change management process to deploy and 

maintain web sites, portals, web pages and customized applications

B *

Monitor web pages and applications for secuirty and standards compliance B *

Monitor systems for disk usage, disk performance, and system performance B *

Configure operating systems, web and portal applications for common user 

servers

B *

Manage user access controls B *

Ensure Information Assurance incidents are reported B *

Web Support Services

Tasks
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Primary Service Category (PSC) 700.4

Function 700.4.2 Web Site and Web Page Development and Maintenance BaselineMission Funded

Design, develop, and maintain static and dynamic web sites or portals using 

standard programming languages

MF

Design, develop, and maintain web pages using standard programming 

languages

MF

Provide web master services MF

Function 700.4.3 Web Application Development BaselineMission Funded

Tasks Develop, deploy, and maintain web based applications MF

Function 700.4.4 Proxy, Caching, and Web Filtering Service BaselineMission Funded

Maintain, update and operate web monitoring and filtering systems  B *

Operate and maintain web proxy servers B *

Monitor web proxy cache hit rate/disk usage daily performance B *

Provide operations, management, monitoring and defense of all Army Web 

servers at the theater level through the use of reverse Web proxy system

B *

Maintain reverse proxy security configurations in a current state to provide bi-

directional protection of local web sites and prevent web site defacing

B *

Perform coninuous monitoring of the reverse proxy in order to detect 

malfunctions, intrusion attempts, or anomalies

B *

Assume ownership of a web proxy incident event when detected and monitor 

event while managing restoration activities

B *

Web Support Services  (cont)

Tasks

Tasks
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Primary Service Category (PSC) 700.5

Function 700.5.1 Server Administration BaselineMission Funded

Provide system administration and operating system support for file, print, 

and commom user application servers (farms/banks) Includes hardware 

monitoring

B *

Provide and install hardware, operating system, and software for file, print, 

and common-user applications servers and server farms/banks

B *

Install security, operating system service packs, patches and application 

updates and patches on all common user servers

B *

Perform security check on operating systems and system backups for each 

server

B *

Monitor system logs, security logs, and application logs B *

Provide Microsoft Active Directory organizational unit (OU) administration B *

Provide domain administration and service support for primary and backup 

domain controllers (PDC & BDC)

B *

Manage dynamic allocation of internet protocol (IP) address space B *

Assign and maintain IP address database using DHCP or Static IP Addressing B *

Maintain DNS tables and update tables; maintain records of registered DNS 

registrations and set standard naming conventions for DNS registrations

B *

Develop and modify IP Assignment Schema B *

Provide Domain Name Server (DNS) services that include the address 

resolution of URL to IP addresses; FQDN to IP address

B *

Install, configure, and maintain Tier 2 DNS servers B *

Maintain WINS server for windows networking name resolution B *

Perform release management to include commercial software, standard 

software, and site license management, and new system releases

B *

Maintain accountability for software licenses and non-mission unique server 

licenses

B *

Maintain the Tier 1 DNS servers B *

Operate the Tier 2 DNS servers B *

Coordinate with sites on DNS-related problems B *

Establish perimeter boundaries for IPs B *

Monitor IP address utilization B *

Analyze logs and reports for DNS usage patterns to detect malicious activity B *

Own army.mil name space B *

Allocate IP address blocks to Army organizations B *

File, Print and Mission Server Support Services

Tasks
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Primary Service Category (PSC) 700.5

Function 700.5.2 Mission-Specific Server Administration BaselineMission Funded

System Administration for mission-specific servers MF

Provide and install hardware, operating system, and software for mission-

specific servers

MF

Function 700.5.5 Touch Labor Support BaselineMission Funded

Provide local touch labor B *

Provide local touch labor for troubleshooting and repair of mission related 

tasks

MF

Provide local touch labor for Cyber Center assets B *

Function 700.5.6 Server Administration Support to Tactical Deployable Systems BaselineMission Funded

System Administration for mission-specific servers MF

Provide and install hardware, operating system, and software for mission-

specific servers

MF

Maintain Storage Area Network, Network Attached Storage for mission-

specific requirements

MF

Function 700.5.7 Other Servers to Tactical Deployable Systems BaselineMission Funded

Tasks

Operate, maintain, and administer PDA, SMS, Streamed Video Server, Virtual 

Conferencing Server, SQL and other servers

MF

File, Print and Mission Server Support Services (cont)

Tasks

Tasks

Tasks
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Primary Service Category (PSC) 700.6

Function 700.6.1 External Networks BaselineMission Funded

Manage and maintain connection to external networks (i.e. NIPRNET, 

SIPRNET, DSN, PSTN, ARNET, GUARDNET, DREN, SIMNET, Army Intranets)

B *

Manage additional network requirements beyond existing capabilities MF

Report IDS/IPS outage B *

Report CS switch failure/isolation B *

Report NCS trunk/circuit outage B *

Report NCS switch failure/isolation B *

Report NCS significant network service degradation B *

Report CS/NCS/DSNB HAZCONS B *

Conduct after-action analysis of all intrusions and report the results B *

Function 700.6.2 Virtual Private Network (VPN) BaselineMission Funded

Install, configure, operate and maintain a VPN server capability for remote 

broadband network access from remote locations for point to point VPN 

tunnel

MF

Monitor and manage Remote Access Servers (VPN, Remote Web Access, etc) B *

Confirm that the VPN client workstation is IAVA compliant and has an 

enterprise management solution installed and properly configured

B *

Configure, implement, and maintain VPNs to support efficient, confidential 

communication directly between sites, APC to APC, and site to APC 

connections

B *

Function 700.6.3 Coalition WAN BaselineMission Funded

Manage Coalition WAN service MF

Install, configure, operate and maintain a classified but releasable coalition 

network to support coalition partners and foreign liaison officers

MF

Engineer, configure, install and expand the secret releaseable coalition 

network and new requirements as identified

MF

Operate and maintain a secret coalition WAN to include all normal network 

functions

B *

Function 700.6.4 Local Area Network (LAN) and Campus Area Network (CAN) BaselineMission Funded

Manage and maintain connectivity and operate LAN B *

Manage SBU LAN network expansion MF

Mange and maintain connectivity and operate ICAN between LANs and 

computer resources

B *

Manage SBU CAN network expansion MF

Mange CAN and LAN classified user expansion MF

Tasks

Management of Data Network Services

Tasks

Tasks

Tasks
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Primary Service Category (PSC) 700.6

Function 700.6.7 Network Management BaselineMission Funded

Monitor the ICAN and LAN; monitor performance, analyze activity, maintain 

availability; perform network discovery, conduct fault analysis

B *

Conduct event management on network infrastructure and monitor services B *

Provide network utilization reports B *

Manage network equipment/software to include configuration management 

and capacity management

B *

Perform undisclosed classified incident recovery across network MF

Operate and maintain common core network infrastructure equipment B *

Provide network trapping via the 802.1X protocol B *

Monitor and direct compliance with Army-wide and theater IOs  directives and 

policies

B *

Perform major TLA management functions B *

Provide assistance and coordinate theater network problem resolution 

actions the effect theater operations

B *

Conduct reporting of theater facilities, telecommunications, and information 

system problems

B *

Coordinate with effected organizations to ensure timely recovery and 

minimal operational impact when responding to network outages

B *

Report Army security/router/ADRP/hub/premise router outage B *

Report trunk/circuit outage B *

Report significant network switch degradation B *

Report NIPRNet HAZCONs B *

Provide Deployable Network Monitoring Capability B *

Provide Network Capacity and Availability Monitoring System service B *

Coordinate and synchronize theater and functional Cyber Centers for global 

response actions

B *

Provide technical support and assessment of Computer Network Defense 

(CND) operations

B *

Provide guidelines for user identification and authentication for controlling 

user access within the LWN

B *

Define enterprise access controls to manage authentication, authorization, 

and access privileges

B *

Function 700.6.9 Touch Labor Support BaselineMission Funded

Provide local common-user LAN and ICAN touch labor B *

Provide mission-specific LAN touch labor MF

Provide local touch labor for Cyber Center assets B *

Function 700.6.10Data Network Planning BaselineMission Funded

Design, engineer and develop contract specifications for network equipment 

in support of construction projects

MF

Update and maintain installation network standards utilized in solicitation or 

contractual documents

MF

Provide field evaluation reports on contractor performance MF

Function 700.6.12Wireless Computing Services BaselineMission Funded

Manage wireless LAN and Computer Services MF

Establish and delete wireless PED user accounts B *

Function 700.6.13Cross Domain Solutions BaselineMission Funded

Implement, maintain cross domain solutions B *

Ensure Accreditation B *

Function 700.6.14WAN Solutions BaselineMission Funded

Operate and maintain various WAN services to include ATM, SONET, MPLS B *

Report outage B *

Management of Data Network Services (cont)

Tasks

Tasks

Tasks

Tasks

Tasks

Tasks
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Primary Service Category (PSC) 700.8

Function 700.8.1 COOP Administration BaselineMission Funded

Develop, implement and exercise IT Service Continuity Management ISO 

installation COOP for critical portions of automation infrastructure

B *

Prepare, monitor, and evaluate IT Service Continuity Management ISO 

installation COOP with each NEC/DOIM supported customer activity

B *

Function 700.8.2 Disaster Recovery BaselineMission Funded

Restore critical automation services and data in event of disaster B *

Develop, implement and exercise the disaster recovery plan for critical 

portions of automation infrastructure

B *

Function 700.8.3 Operations Plan (OPLAN) Support BaselineMission Funded

Provide Automation and Network Operations planning support to OPLAN 

development

B *

Identify automation and network requirements resulting from changes in on-

post staffing

B *

Develop contingency service level agreements (SLAs) to implement any 

increases in support upon OPLAN activation at the time it is required

B *

Develop infrastructure upgrade plans to support operational surge 

requirements

B *

Exercise or review the OPLAN with supported customer activity B *

Tasks

Automation & Network Continuity of Operations Plan (COOP) and OPLAN Support Services

Tasks

Tasks
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Primary Service Category (PSC) 700.10

Function 700.10.1Service Support BaselineMission Funded

Receive, document, assign, monitor, and close Service Requests B *

Process service orders and service requests for all approved moves, adds, and 

changes requirements

B *

Provide service desk/systems management data analysis (service desk mgmt 

tool and outputs associated to trend analysis and service desk performance)

B *

Provide timely notifications of planned or unplanned system maintenance or 

degradation

B *

Send out customer satisfaction surveys after completion of work B *

Review and analyze customer satisfaction surveys and initiate follow-up and 

corrective action

B *

Provide bills/invoices to customers for services received on a quarterly basis B *

Receive payment from customers for reimbursable services B *

Property accountability for NEC managed equipment B *

Operate 24X7 service desk that monitors supported systems, provides 

situational awareness, and serves as single POC for service users in theater

B *

Install, operate, and maintain Enterpirse Management Tools B *

Report Army critical site facility isolation B *

Report critical site power failure B *

Report Army non-critical sitle facility isolation B *

Report non-critical site power failure B *

Report CS/NCS facilities HAZCONs B *

Provide Enterprise Email Helpdesk support.  Receive, document, assign, 

monitor, and close service requests/incidents for Enterprise Email

B *

Function 700.10.2Automation and Network Service Support Planning BaselineMission Funded

Plan, define and integrate the interdependencies of various IT/IA programs 

budgetary req, funding profiles, and prioritization of req for the NEC

B *

Develop a comprehensive IT Master Plan comprised of new system program 

plans, existing equipement modernization plans, and projected IT 

requirement

B *

Exercise control and configuration, as well as day-to-day management and 

protection, of the Army theater-level networks, systems, and applications

B *

Customer IT requirement review to ensure installation architectural 

compatibility

B *

Coordinate with management of CMDB entries in order to provide enterprise-

wide dissemination and access supporting/follow-on work orders and tasks

B *

Tasks

Automation & Network Service Support

Tasks
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Function 700.10.3Service Level Management BaselineMission Funded

Provide technical support to customer activities in defining the C4IM services 

to be provided and responsibilitites of each party in the development of SLA

B *

Support the government in negotationsl with DoD level activities and 

customer organizations, including depot tenant activities

B *

Prepare, coordinate, negotiate, monitor, measure, evaluate and report 

baseline and above baseline service delivery and support to leadership and 

customers

B *

Conduct financial analyses to determine total costs of services provided, 

financial mgmt of IT services functions, incident and problem mgmt functions

B *

Report the requirements, availability, and performance to support service 

delivery and capabilities

B *

Sponsor and convene the local IMSC B *

Provide training and guidance for IMOs and others B *

Automation & Network Service Support (cont)

Tasks
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Primary Service Category (PSC) 701.1

Function 701.1.1 Telephone BaselineMission Funded

Provide dial tone service (voice and data) on government porperty to connect 

to any location worldwide. (Does not include usage by customer)

B *

Provide Dual Tone Multi-Frequency type telephones B *

Design, engineer, install, configure, operate, maintain and repair digital, 

Voice over Secure Internet Protocal (VoSIP) telephone and UC service

B *

Provide VoIP support (ONCE INFRASTRUCTURE IS IN PLACE) B *

Provide telephone moves, adds, changes for MCA/SRM/Projects other than 

construction

MF

Function 701.1.2 Calling Features BaselineMission Funded

Provide Central Office witch features (call forwarding, call transfer, ring again, 

last number dial, etc)

B *

Provide integrated voice conference bridge (up to 30 parties) B *

Function 701.1.3 Wireline Access Features BaselineMission Funded

Provide access to service for the transmission of official government business 

incurring commercial or international long distance charges

MF

Provide access to service for the transmission of official government business 

to include on post, local commercial and DSN

B *

Function 701.1.4 Telephone Firewall BaselineMission Funded

Tasks Operate and maintain an installation telephone switch firewall B *

Function 701.1.5 Telephone Switch Operation Services BaselineMission Funded

Operate and maintain common user telephone switches, remote switches, 

nodes, and PBXs

B *

Upgrade and modify telephone switches, remote switches, nodes, and PBXs B *

Function 701.1.6 Operator Service BaselineMission Funded

Tasks Provide common user automated attendant or attended operator services B *

Function 701.1.7 Touch Labor Support BaselineMission Funded

Provide local touch labor B *

Provide local touch labor for troubleshooting and repair of mission related 

tasks

MF

Function 701.1.8 Voice Mail Box BaselineMission Funded

Provide voice mail box service B *

Phone sets will advertise waiting messages visually and/or audibly (if 

capability currently exists)

B *

Phone sets will advertise waiting messages visually and/or audibly 

(establishing upgrading or expanding service)

MF

Communications Systems and System Support

Telephone and Data Infrastructure

Tasks

Tasks

Tasks

Tasks

Tasks

Tasks
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Function 701.1.9 Integrated Voice Messaging System (IVSM)/Call Management System BaselineMission Funded

Provide voice messaging transmission, reception, and voice message storage 

24 hours/day except for periodic maintenance downtime

MF

Phone sets will advertise waiting messages visually and/or audibly MF

Provide a IVMS service with interaction with DTMF signaling MF

Provide user security via password management MF

Provide a user review of messages(s) before release, with options to edit 

only, send, and delete

MF

Provide user tranmission and receipt of messages for optional access and 

storage for future retrieval

MF

Provide a notification method of non-delivery of messages MF

Provide call answering with personal greeting MF

Includes a call transfer and an escape feature MF

Install phones in automatic call distribution (ACD) call group and set up switch 

programming/features

MF

Function 701.1.10Installation Infrastructure BaselineMission Funded

Design, engineer and configure the common user building information 

technology infrastructure suppoer voice and video

B *

Provide installation and maintenance services for mission-specific 

requirements

MF

Inspect and maintain underground cable enclosures (manholes, handholes, 

pull holes, and vaults)

B *

Maintain an electronic and hard copy Plant in Place (PIP) drawing library B *

Operate and maintain common core (backbone infrastructure) 

voice/telephony network infrastructure equipment

B *

Assist, coordinate, troubleshoot and identify problems involving the 

connectivity to Deployable Networks and digital service range support

B *

Provide support for the Installation Information Infrastructure Modernization 

Program (I3MP)

B *

Maintain one of the Army systems for managing and storing engineering 

drawings

B *

Property accountability for telecom equipment B *

Provide and maintain Fly away communication teams for VIPs MF

Design, engineer, install and configure, operate and maintain a DWDM 

capability in support of the common user installation IT infrastructure

B *

Design, engineer, and develop contract specifications for building mass 

notification systems ISO MCA, UMMCA and local minor construction projects

MF

Update maintain building mass notification standards utilized in solicitation or 

contractual documents

MF

Design, engineer and develop contract specs for network connectivity to 

support building energy mgmt/monitoring systems ISO MCA, UMMCA, local 

minor construction

B *

Design, engineer, install, configure, maintain and repair Wireless Network 

Access Points to support access to the installation infrastructure

MF

Operate and maintain various multiplexing services to include 

IDNX/PROMINA; DWDM

B *

Function 701.1.11Defense Switch Network (DSN) BaselineMission Funded

Provide DSN to HQ Commandant for transmission, switching, and support of 

DSN

B *

Report DSN outage B *

Report CS significant network degradation B *

Function 701.1.12Defense Red Switch Network (DRSN) Service BaselineMission Funded

Provide sercure red switch support; provide customer access as required MF

Report DRSN outage B *

Report General Officer call failure B *

Report DRSN trunk/circuit outage B *

Report DRSN HAZCONs B *

Function 701.1.13Integrated Services Digital Network (ISDN) BaselineMission Funded

Provide Primary Rate Interface (PRI) and Basic Rate Interface (BRI) access (for 

VTC, STE, etc)

MF

Fund equipment and usage sensitive costs MF

Tasks

Tasks

Tasks

Tasks

Tasks

Telephone and Data Infrastructure (cont)
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Function 701.1.14Toll Free Service BaselineMission Funded

Tasks

Subscribe to toll free service (800, 888, 877); performs an annual review and 

revalidation of assigned inbound toll-free numbers

MF

Function 701.1.15Multiline Telephone Service BaselineMission Funded

Tasks Install and maintain two-line telephones MF

Function 701.1.16Long Haul and Commercial Lease Circuits BaselineMission Funded

Order, account for, and administer local and long-haul leased circuites with 

DISA

B *

Plan diverse and/or alternate routing as required B *

Order, account for, and administer local circuits with commercial carriers B *

Function 701.1.17Communications Facilities Planning BaselineMission Funded

Validate and update the number of cable pairs used for cable lease 

agreements

B *

Maintain, turn in for calibration, and update TMDE B *

Plan transport requirements for LAN/CAN/WAN B *

Design, engineer and develop contract specs for telecom closets, outside 

plant, and inside wiring ISO MCA, UMMCA, SRM, and local minor construction 

projects

MF

Update and maintain installation telcom standards used in solicitation or 

contractual documents

MF

Plan and manage circuit installation and maintenance services B *

Tasks

Tasks

Telephone and Data Infrastructure (cont)
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Function 701.2.4 Government Emergency Telecommunications System (GETS) Federal  BaselineMission Funded

Issue, maintain, and/or delete GETS, WPS, and FEMA PINs and calling cards; 

submit user applications to the NCS; review usage reports for fraud, monitor 

potential fraud

B *

Customer pays usage charges MF

Function 701.2.6 911/e911 Emergency Services BaselineMission Funded

Provide 911/e911 Emergency Service Support (incl operating and maintaining 

network infrastructure to operate 911/e911 Emergency Service Support 

Center)

B *

Input government telephone Service Requests into the e911 telephone 

company data base and assist in reconcilliation of PSAP errors

B *

Coordinate 911/e911 interface with local Emergency Action Center (EAC) B *

Interface the e911 system including the Fire Dept Telephone System, TDD 

support, telephone answering sys, automated number and location info, 

computer aided dispatch

B *

Emergency Communications Telephone Services

Tasks

Tasks
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Function 701.3.1 Cellular Service BaselineMission Funded

Fund equipment and usage costs MF

Provide access to PED, cell phone and pager service contract vehicle via 

existing NETCOM BPAs (Cust pays usage and associated maintenance costs)

B *

Function 701.3.2 Pager Service BaselineMission Funded

Provide internal organizational pagers and usage MF

Provide commercial pagers and usage MF

Function 701.3.3 Personal Electronic Device (PED) Wireless Service (including, but not limited  BaselineMission Funded

Tasks Provide PED and service contracts MF

Function 701.3.8 Communication Towers BaselineMission Funded

Install, maintain or provide tower modification for mission antennas on 

common-user towers

MF

Maintain common user services communications towers and allocate space on 

those towers

B *

Function 701.3.9 Satellite Communications BaselineMission Funded

Provide satellite communications support (procurement, requests for service, 

troubleshooting, repair, and warranty) and satellite phone usage charges

MF

Provide access to a STEP and MILSTAR MF

Provide user representative support, order keys, key instruments, and 

coordinate support requirements for Iridium

MF

Develop requirements, procure terminals, install equipment, and operate 

terminals for INMARSAT

MF

Report MILSTAR/earth/tactical/commercial/Trojan/step outage B *

Wireless Infrastructure

Tasks

Tasks

Tasks

Tasks


image34.emf
Primary Service Category (PSC) 701.3

Function 701.3.10Touch Labor Support BaselineMission Funded

Provide local touch labor B *

Provide local touch labor for troubleshooting and repair of mission related 

tasks

MF

Function 701.3.12AFN Services BaselineMission Funded

Tasks Receive, document, assign, monitor, and close service requests B *

Tasks

Wireless Infrastructure (cont)
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Function 701.4.1 VTC Studio BaselineMission Funded

Operate and maintain sensitive for unclassified and SECRET common user VTC 

Studio

B *

Provide VTC protocol capabilities above H.320 as required MF

Report CS trunk/circuit outage B *

Report CS/NCS VTC HAZCONs B *

Function 701.4.2 VTC Bridge BaselineMission Funded

Operate and maintain a VTC Bridge to allow multipe sessions and multiple 

users per session for mission VTC suites

MF

Operate and maintain a VTC Bridge within the common-user VTC suite to 

allow multiple sessions and multiple users per session

B *

Function 701.4.3 Mission Specific VTC Service BaselineMission Funded

Operate and maintain mission specific SBU and SECRET VTC services as 

required when connected to DISN DVS-G or DVS-G II Network

MF

Provide design, installation advice and technical support for VTC studio suite 

equipment

MF

Function 701.4.5 Total Labor Support BaselineMission Funded

Provide common user local touch labor B *

Provide local touch labor for troubleshooting and repair of mission related 

tasks

MF

Function 701.4.6 Secure VTC Support BaselineMission Funded

Provide technical support and assistance in the design, acquisition, 

installation, and operation of equipment to limited user population

B *

Support the SVTC capability on a highly restricted basis, ISO extremely critical 

collaborative efforts involving O-6 Commanders and higher personnel

B *

Video Teleconference (VTC) Services

Tasks

Tasks

Tasks

Tasks

Tasks
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Function 701.5.1 Mag Lines, Field Phone Lines, and Range Phones BaselineMission Funded

Install and maintain voice telephone for exercises and training events at 

field/training locations

MF

Install and maintain range/field lines and telephones (CONUS) B *

Install and maintain range/field lines and telephones (OCONUS) MF

Function 701.5.2 Touch Labor Support BaselineMission Funded

Provide local touch labor B *

Provide local touch labor for troubleshooting and repair of mission related 

tasks

MF

Range/Field Telephone Services

Tasks

Tasks
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Function 701.6.1 COOP Administration BaselineMission Funded

Develop, implement and exercise IT Service Continuity Mgmt ISO installation 

COOP for criticl portions of the automation infrastructure

B *

Prepare, monitor, and evaluate IT Serivce Continuity Mgmt ISO installation 

COOP with supported customer activity

B *

Function 701.6.2 Disaster Recovery BaselineMission Funded

Restore critical telecommunications network infrastructure services in event 

of disaster

B *

Maintain procedures to prepare for recovery of network information from 

disasters and execute preparatory procedures

B *

Develop plans to restore critical wired and wireless services in event of 

disaster

B *

Telecommunications Continuity of Operations Plan (COOP) and OPLAN Support Services

Tasks

Tasks
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Function 701.6.3 Operations Plan (OPLAN) Support BaselineMission Funded

Provide Telecommunications Operations planning support to OPLAN 

development.

B *

Identify telecommunications requirements resulting from any surge/change 

in on-post staffing

B *

Develop contingency SLAs to implement any increases in support upon OPLAN 

activation at the time required

B *

Develop infrastructure upgrade plans to support operational surge 

requirements

B *

Accommodate projected requirements driven by projected Army 

Transformation initiatives

B *

Exercise or review the OPLAN with supported customer activity B *

Tasks

Telecommunications Continuity of Operations Plan (COOP) and OPLAN Support Services (cont)
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Function 701.9.1 Safety/Security/Other Circuits BaselineMission Funded

Design, install, and maintain DA or local regulation directed circuits supporting 

fire alarms, intrusion alarms, elevator emergency intercoms, telemetry, etc, 

systems

B *

Design, install, and maintain mission specific monitoring circuits MF

Provide commercial subscriber lines and transport channels MF

Design, engineer, install and maintain dedicated or common user circuits to 

support the operation of installation post bugle PA systems and other 

operated and maintained by activities other than NEC

B *

Function 701.9.2 Digital Subscriber Line (DSL) and Asynchronous Digital Subscriber Line (ADSL) BaselineMission Funded

Install and maintain or provide access to DSL/ADSL lines for services other 

than Internet access, which will be provided via NIPRNET

MF

Provide local dedicated point-to-point voice and data services MF

Function 701.9.3 Touch Labor Support BaselineMission Funded

Provide local touch labor B *

Provide local touch labor for troubleshooting and repair of mission related 

tasks

MF

Fire, Safety, Security, and Other Circuits

Tasks

Tasks

Tasks
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Function 701.10.1Non-Tactical Trunked Radios (NTTR) and Trunked Radios BaselineMission Funded

Provide narrow band digital trunk radio service B *

Maintain NTTR infrastructure and services B *

Maintain NTTR radios/devices & peripheral devices/features; provide contract 

vehicle for repair of all end-user LMR radios/devices on installation

B *

Provide end-user radio device MF

Function 701.10.2Non-Trunked Radios BaselineMission Funded

Service provided is coordination and support for the non-trunked and non-

tactical single and mult channel radio system

MF

Provide Non-trunked radio systems support MF

Provide Non-trunked and tactical radios MF

Function 701.10.3Spectrum Management BaselineMission Funded

Provide spectrum coordination support to each unit, organization, or activity 

authorized the use of frequencies

B *

Assign and update authorized radio frequencies/submit requests to 

appropriate frequency mgmt office to spt mission req and external agencies 

operating in local spectrum

B *

Indentify installation frequency requirements B *

Assist installation units in obtaining frequency assignments and clearances for 

operations, training, and equipment acquisition

B *

Provide a Frequency Spectrum Manager B *

Report, Investigate, and resolve interference caused or received by Army 

radio frequency (RF) operations

B *

Upon request from user, verify Spectrum certification for new user equipment B *

Tasks

Tasks

Non-tactical Radios and Non-tactical/Tactical Radio Spectrum Management Services

Tasks
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Function 701.10.4Military Affiliate Radio System (MARS) BaselineMission Funded

Provide auxiliary communications for military, civil, and/or disaster officials 

during periods of emergency

MF

Assist in effecting normal communications under emergency conditions MF

Function 701.10.5Touch Labor Support BaselineMission Funded

Provide local touch labor B *

Provide local touch labor for troubleshooting and repair of mission related 

tasks

MF

Tasks

Tasks

Non-tactical Radios and Non-tactical/Tactical Radio Spectrum Management Services (cont)
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Primary Service Category (PSC) 703.1

Function 703.1.1 DoD Public Key Infrastructure (PKI) BaselineMission Funded

Provide DoD PKI Services including directory spt, cert validation, registration, 

interface to related Army systems, hosting of PKI-enabled servers, etc

B *

Provide PKI authentication for users devices and applications using global 

information services data and enable CCL for controlling logical access

B *

Provide technical support B *

Request, receive, install, and account for system PKI certificates B *

Administer registration of all Army-owned PKI protected devices B *

Primary Service Category (PSC) 703.2

Function 703.2.1 COMSEC Operations BaselineMission Funded

Provide for accountability of COMSEC keying materials up to TOP SECRET for 

NEC managed equipment and units without organic COMSEC account

B *

Ordering, receiving accounting, issuing, safeguarding, and destruction of 

keying material ISO COMSEC equipment; all other NSA crypto devices

B *

Operate and maintain COMSEC facility (does NOT include storage of 

organization/customer CCI assets)

B *

Operate and maintain secure communications devices and crypto keys B *

Perform local element compliance inspections for all hand receipt holders 

receiving support from the NEC COMSEC account

B *

Ensure all reporting suspenses are met for both CCI and COMSEC incidents B *

Report COMSEC resource requirements to the higher headquarters B *

Store, account, control & destroy all TOP SECRET COMSEC keying material for 

tenant organizations, mobilizing units, units in training, in absence of 

Div/Corps COMSEC accts

B *

Primary Service Category (PSC) 703.3

Function 703.3.1 Vulnerability Assessment BaselineMission Funded

Provide Security Risk Assessment Support (risk analysis of resources, controls, 

vulnerabilities, threats and the impact of losing systems' capabilities on 

mission objective, etc)

B *

Recognize possible threats & review evaluations for compliance and non-

compliance

B *

Provide updated vulnerability risk assessment criteria with input from U.S. 

CYBERCOM and coordination with other DoD Agencies

B *

Provide analysis and reports to known or potential LWN vulnerability risks B *

Assess the effectiveness of countermeasures based on the information 

gathered from the data collection activity

B *

Function 703.3.2 DoD Information Assurance Certification and Accreditation Program (DIACAP) BaselineMission Funded

Manage the DIACAP process B *

Provide guidance and review of DIACAP accreditation for all installation 

activities

B *

Facillitate the CoN process B *

Provide guidance and review of CoN requests for all installation activities B *

Risk Management/Accreditation/Certification Policy Services

Information Assurance

DoD Public Key Infrastructure (PKI) Service

Tasks

Communications Security (COMSEC) Service

Tasks

Tasks

Tasks


image43.emf
Primary Service Category (PSC) 703.6

Function 703.6.1 Defense In Depth for the Total Network BaselineMission Funded

Plan, implement, and manage a Defense In Depth for the total network and/or 

enclaves within the network

B *

Provide input into the INFOSEC Program and provide guidance B *

Procure, install, administer, monitor, and report software solutions to track 

internet access from government devices

B *

Block customer access to those sites that have been deemed inappropriate for 

use by a government owned and operated computer system

B *

Conduct Mobile Scanning (war driving) for Unauthorized Wireless 

intrusion/access points

B *

Plan, respond, investigate, and report undisclosed classified incident 

remediation

B *

Design, engineer, install, configure, maintain, operate and repair WIDS access 

points as part of the wireless infrastructure of the installation (not incl equip 

procurement)

B *

Report IA resource requirements to the higher headquarters B *

Filtering of Internet traffic inbound and outbound occurs at enterprise level at 

layers 1, 2, using a combination HW/SW solution

B *

Provide information about managed systems that may be compromised B *

Provide success or failure information and reports about signature updates 

and last-run status

B *

Establish procedures for dissemination of network defense and related 

advisories, alerts, and warning notices, including those originating out Army 

and DoD to all cust

B *

Provide reporting of dissemination to ACOIC of network defense and related 

advisories, alerts, and warning notices, inlc those originating from Army and 

DoD to all cust

B *

Provide input to Army network enterprise security initiatives B *

Aggregate IA sensor data collected from the theater and functional Cyber 

Centers

B *

Coordinate LWN-wide management of vulnerability risks and implemenation 

of damage control and mitigation strategies

B *

Review and analyze network events and develop solutions and strategies to 

ensure survivability of Army networks against attacks aimed at disrupting 

services, gaining access

B *

Function 703.6.2 Installation Network Security DMZ Service BaselineMission Funded

Provide an installation network security DMZ to protect installation assets 

(incl life-cycle mgmt of IA enclave devices and other equip under control of 

NEC/DOIM/Cyber Center

B *

Maintain firewall configurations and alerts; monitor attacks; and review audit 

logs

B *

Ensure that all connections with entities outside the Army pass through 

forward and reverse application level proxies at the DMZ perimeter

B *

Support the overall Army IA arch by ensuring that publicly accessible info is 

provided through proxy services and confined to public DMZs at the TLA

B *

Provide security that ensures enclave boundaries are protected by layered 

defenses including firewalls, NIDS/NIPS, and HIDS/HIPS

B *

Network Security Services

Tasks

Tasks
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Function 703.6.3 Information Assurance Vulnerability Alert (IAVA) BaselineMission Funded

Mange the IAVA program for all installation and customer activities B *

Institute procedures for anit-virus system maintenance, virus 

detection/protection, contact received from RCERT, incoming RCERT 

advisories or patches, etc.

B *

Perform network or workstation scans and compile vulnerability reports to 

facilitate corrections

B *

Support the monitoring/reporting program B *

Plan, detect, respond, investigate, and report malicious and unauthorized 

activities

B *

Gather relevant security event info from monitored Cyber Center managed 

network devices

B *

Provide patches for each authorized PC baseline and server as required B *

Compliance checks upon entry to the network B *

Include analyzing event and time-based scans; report IA non-compliance, 

incidents to include registry hacks

B *

Issue IAVM messages and reports: IAVA, IAVB, IATT and SARs B *

Manage the AKO IAVM community group B *

Conduct research analysis to assess known or potential threats to all computer 

systems and network assets

B *

Report IAVM compliance in the required database/systesms B *

Review all IAVM Plan of Action and Milestones for feasibility and suitability B *

Manage compliance reporting to ensure that IAVM messages are 

acknowledged, corrective action implemented, extensions requested, 

compliance verified, data reported

B *

Develop Mitigation Action Plan (MAP) and IAVM Plan of Action and 

Milestones

B *

Function 703.6.4 IA Inspection Program BaselineMission Funded

Tasks Perform IA oversight and inspections of IA Program B *

Function 703.6.5 Password Control Management BaselineMission Funded

Issue, maintain, and delete network accounts and passwords B *

Administer levels of network access per customer and per group B *

Control network access by ACLs B *

Function 703.6.7 Information Assurance Policy BaselineMission Funded

Establish, publish, and execute the installation program (incl publishing 

security awareness policy and Local Network Security Policy, providing other 

guidance)

B *

Provide a secure remote access policy for the Installation's network B *

Provide IA representation in the installation Configuration Control Board 

(CCB)

B *

Manage IA hardware and software changes for the installation B *

Ensure compliance with operating and security policy B *

Develop techinical guidance and Courses of Action to mitigate current and 

future threats

B *

Develop and publish electronic messaging security guidance in conjunction 

with the Local Network Security Guidance

B *

Function 703.6.8 Host-Based Security System BaselineMission Funded

Provide HIPS management and updates for enterprise managed assets and 

workstations

B *

Provide host-based firewall management for enterprise-managed assets and 

workstations

B *

Provide success or failure information and reports about HIPS, AV, and other 

agents deployed and managed

B *

Function 703.6.9 Compliance Monitoring and Enforcement BaselineMission Funded

Determine abnormalities, attacks, damages, and unauthorized modifications 

in the network via mechanisms such as intrusion detection devices

B *

Conduct security reviews and vulnerability assessments of subordinate units 

for compliance with IAVM policies and messages

B *

Issue IAVM non-compliance letters/notices B *

Coordinate the review of alternate security request, based on MAP and 

POA&M before approval by the appropriate Designated Approving Authority

B *

Network Security Services (cont)

Tasks

Tasks

Tasks

Tasks

Tasks



